[image: image1.png]SCANNER

SCAlable National Network for Effectiveness Research



                                                                                    [image: image2.wmf]

SCANNER
Privacy Policies
Matrix
This matrix is organized by the HHS Nationwide Privacy and Security Framework For Electronic Exchange of Individually Identifiable Health Information published December 15, 2008 by the Office of the National Coordinator for Health Information Technology U.S. Department of Health and Human Services. These Principles are highlighted in the first column. The HHS Framework was then analyzed by HIO Model to determine differences in state level regulations for each model and state participants in the SCANNER Project. The Comprehensive Matrix for reference is available for review. These are the highlights of relevant sections relating to the SCANNER project as identified by the Consultants and Advisory Expert Panel.  HIPAA regulations apply where states’ laws or regulations are silent.
The HIPAA rules apply to individual health information (IHI) held by covered entities.  However, if that IHI is de-identified using the HIPAA rules, the HIPAA rules no longer apply to that information.  [See 45 CFR sections 164.502(d)(2), 164,514(a), (b), and (c).]  In addition, participants may choose to exchange data as a limited data set.  This will require the participants enter into a data use agreement.  [See 45 CFR section 164.514(e).]
It is assumed that all participants will function as HIPAA covered entities adhering to the HIPAA rules and that the federal Common Rule will cover the researchers because the research is federally funded.
The Common Rule provides the federal requirements governing research that involves human subjects.  It applies to research involving human subjects conducted, supported, or otherwise subject to regulations by any federal department or agency which takes appropriate administrative action to make the policy applicable to such research.  The policies apply to research involving the use of survey procedures, interview procedures, or observation of public behavior when the information obtained is recorded in such a manner that human subjects can be identified, directly or through identifiers linked to the subjects and any disclosure of the human subjects’ responses outside the research could reasonably place the subjects at risk of criminal or civil liability or be damaging to the subjects’ financial standing, employability, or reputation.  It does not appear the Common Rule covers research involving de-identified information.  [45 C.F.R. Part A specifically sections 42.101 and 46.201(f)]

	A. Individual Access: Individuals should be provided with a simple and timely means to access and obtain their individually identifiable health information in a reliable form and format.


	
	Tennessee VA (Federal regulations apply)
	California
	Illinois
	Massachusetts

	1.1
	45 CFR § 164.524 (a)(2)(iii) Access of individuals to protected health information: (iii) An individual’s access to protected health information created or obtained by a covered healthcare provider in the course of research that includes treatment may be temporarily suspended for as long as the research is in progress, provided that the individual has agreed to the denial of access when consenting to participate in the research that includes treatment, and the covered health care provider has informed the individual that the right of access will be  reinstated upon completion of the research.
	CalPSAB Principles provide individuals have the right to:

· Ascertain the person responsible for IHI for an entity, obtain confirmation of whether the entity has specific IHI relating to the individual and obtain its location.

· Receive their IHI in a reasonable time and manner, at a reasonable charge, and in a format that is generally accessible.

· Challenge the accuracy of their IHI and, if successful, to have the IHI corrected, completed, or amended.

· Control access, use, or disclosure of their IHI unless otherwise specified by law or regulations.
CA PSAB Privacy and Security Guidelines Sec. 2.4: ACCESS TO INFORMATION BY THE INDIVIDUAL AND OTHERS [Note that this principle applies only to designated record sets; an individual’s right of access to research data would depend on whether it was part of a designated record set.*]  An individual or his/her personal representative (see section 1.4.2) has the right to access his/her designated record set that is in the custody or under the control of an entity. An entity shall establish a process to receive all requests for access to individual health information. -- References: California Privacy and Security Advisory Board Principle 3 – Individual Participation; 45 C.F.R. § 164.524 (a)-(e) Access to Protected Health Information; CMIA CA Civil Code Section 56.07; Health and Safety Code Section 123110(b), HITECH Section 13405(e)
* Designated record set (45 CFR § 164.501) A group of records maintained by or for a covered entity that is:
i. The medical records and billing records about individuals maintained by or for a covered health care provider;
ii. The enrollment, payment, claims adjudication, and case or medical management record systems maintained by or for a health plan; or
iii. Used, in whole or in part, by or for the covered entity to make decisions about individuals.

*
	Individual Access: Illinois would wish to empower its residents with the ability to obtain and examine their own health information in a readable and organized format. Policies will be developed to facilitate patient access to the records.

[P. 91, Illinois 2010 Strategic & Operational Plan; http://www.hie.illinois.gov/
assets/hiesop.pdf]]**

** Because Illinois’ aspirational guideline on individual access does not apply specifically to research, the HIPAA regulations (45 CFR § 164.524 (a)(2)(iii) would apply.


	Massachusetts Code Ch. 305, Section 6F. Any plan approved by the board and every grantee and implementing organization that receives monies for the adoption of health information technology shall:
(3) provide individuals the option of, upon request, obtaining a list of individuals and entities that have accessed their identifiable health information; and
(4) develop and distribute to authorized users of the health information network and to prospective network participants, written guidelines addressing privacy, confidentiality and security of health information and inform individuals of what information about them is available, who may access their information, and the purposes for which their information may be accessed.**

** Because Massachusetts’ regulation on individual access does not apply specifically to research, the HIPAA regulations (45 CFR § 164.524 (a)(2)(iii) would apply regulations (45 CFR § 164.524 (a)(2)(iii) would apply.



	1.2
	
	CA PSAB Privacy and Security Guidelines Sec. 2.4.4.10 ONGOING RESEARCH
An individual's access to his/her health information created or obtained by an entity in the course of research that includes treatment may be temporarily suspended for as long as the research is in progress, provided that the individual has agreed to the denial of access when consenting to participate in the research that includes treatment, and the entity has informed the individual that the right of access will be reinstated upon completion of the research.
	
	


	B. Correction: Individuals should be provided with a timely means to dispute the accuracy or integrity of their individually identifiable health information, and to have erroneous information corrected or to have a dispute documented if their requests are denied.


	
	Tennessee VA (Federal regulations apply)
	California
	Illinois
	Massachusetts

	2.1
	45 CFR section 164.526.  Amendment of protected health information.  An individual has the right to have a covered entity amend protected health information or a record about the individual in a designated record set for as long as the protected health information is maintained in the designated record set.
	45 CFR section 164.526. Amendment of protected health information.  An individual has the right to have a covered entity amend protected health information or a record about the individual in a designated record set for as long as the protected health information is maintained in the designated record set. 
CalPSAB principle:  Individuals have the right to challenge the accuracy of their individual health information corrected, completed or amended.
	· Illinois recognizes that individuals have a strong interest in having an accurate record of their individually identifiable health information. Policies will be developed to allow individuals to have a practical, efficient, and timely means for disputing possible errors in their health records;
[P. 91, Illinois 2010 Strategic & Operational Plan; http://www.hie.illinois.gov/
assets/hiesop.pdf]]**
· See also 45 CFR section 164.526.

	5. Legal/Policy
The Privacy and Security Ad Hoc Workgroup was informally convened by the Secretary of the Executive Office of Health and Human Services. This workgroup’s primary focus is to provide advice and recommendations to the Health IT Council and the MTC Board of Directors on privacy and security policies for the Statewide HIE and participating systems, both within Massachusetts and between states and to adhere to the principles outlined in the HHS HIT Privacy and Security Framework, including: disclosure limitation, individual access, correction, openness and transparency, individual choice, collection and use, data quality and integrity, safeguards and accountability.
[MeHI 2010 HIE Strategic & Operational Plan, Section 2, Chapter 2, Part 5, Page 125

http://www.maehi.org/HIE/MeHI_HIE_Plan_2_7_9.pdf ]


	C. Openness and Transparency:  There should be openness and transparency about policies, procedures, and technologies that directly affect individuals and/or their individually identifiable health information.
  

	
	Tennessee VA (Federal regulations apply)
	California
	Illinois
	Massachusetts

	3.1
	HIPAA 45 CFR section 164.512(i) and the Common Rule: 45 CFR Part 46, Subpart A, §§ 46.101-124 (the HIPAA sections that apply to human research; this includes standards and requirements for IRBs); and FDA: Protection of Human Subjects regulations—21 CFR Parts 50 & 56

Note: 45 CFR part 46 was written to offer basic protections to human subjects involved in biomedical and behavioral research conducted or supported by the Department of HHS. Fourteen other Federal departments and agencies have adopted identical regulations. The Federal Policy for the Protection of Human Subjects is informally known as the “Common Rule.” 

	45 CFR § 164.530(i)(1) Standard: Policies and procedures. A covered entity must implement policies and procedures with respect to protected health information that are designed to comply with the standards, implementation specifications, or other requirements of this subpart and subpart D of this part. The policies and procedures must be reasonably designed, taking into account the size and the type of activities that relate to protected health information undertaken by a covered entity, to ensure such compliance. This standard is not to be construed to permit or excuse an action that violates any other standard, implementation specification, or other requirement of this subpart.

45 CFR § 164.316 Policies and procedures and documentation requirements.  A covered entity must, in accordance with §164.306: (a) Standard: Policies and procedures. Implement reasonable and appropriate policies and procedures to comply with the standards, implementation specifications, or other requirements of this subpart taking into consideration those factors specified in § 164.306(b)(2)(i), (ii), (iii), and (iv).
45 CFR § 164.520 (a)(1) provides that an individual has the right to an adequate notice of the uses and disclosures of IHI  and of an individual’s rights and the covered entity’s legal duties with respect to the IHI.
	 Illinois recognizes that the success of its HIE is depended on the trust of individuals and health care providers. Policies will be developed to create and maintain trust in the Illinois HIE. [P. 91, Illinois 2010 Strategic & Operational Plan:
http://www.hie.illinois.gov/
assets/hiesop.pdf]

45 CFR Part 46 Subpart A applies in Illinois
	There should be openness and transparency about policies, procedures and technologies that directly affect individuals and/or their individually identifiable health information.  [MeHI 2010 HIE Strategic & Operational Plan, Section 2, Chapter 2, Part 5.3. Page 59; http://www.maehi.org/HIE/MeHI_HIE_Plan_2_7_9.pdf]
45 CFR Part 46 Subpart A applies in Massachusetts


The Common Rule (45 CFR PART 46) provides that research investigators shall obtain from subjects of research (funded or under federal regulation and including identifiable information) informed consent.  [45 C.F.R. sections 46.409(b), 46.116, and 46.117.]

	D. Individual Choice: Individuals should be provided a reasonable opportunity and capability to make informed decisions about the collection, use, and disclosure of their individually identifiable health information.


	
	Tennessee VA (Federal regulations apply)
	California
	Illinois
	Massachusetts

	4.1
	45 CFR § 164.506  (see information in adjacent California column); note the distinction between “consent” and “authorization.” Consent is optional for most routine uses of PHI; i.e., those that fall under the headings of treatment, payment and health care operations. “Authorization” is required by the Privacy Rule for uses and disclosures of PHI not otherwise allowed by the Privacy Rule. An authorization is a detailed document that gives permission to use protected health information for specified purposes, generally other than treatment, payment, or health care operations, or to disclose protected health information to a third party specified by the individual.

An authorization must specify a number of elements, including a description of the protected health information to be used and disclosed, the person authorized to make the use or disclosure, the person to whom the covered entity may make the disclosure, an expiration date, and, in some cases, the purpose for which the information may be used or disclosed. 

For non-public health research, use of identifiable PHI requires specific authorization.


	CalPSAB Principle.  Individuals have the right to control the access, use, or disclosure of their IHI unless otherwise specified by law or regulations.
CA PSAB Privacy and Security Guidelines, Sec.  2.1.1 Individual HIE consent – Opt-In or OUT:  Individual choice to participate:  An individual has the right to choose to restrict or enable his/her individual health information to be exchanged through an electronic health information exchange.
45 CFR § 164.506 Uses and disclosures to carry out treatment, payment, or health care operations. 
(a) Standard: Permitted uses and disclosures. Except with respect to uses or disclosures that require an authorization under §164.508(a)(2) and (3), a covered entity may use or disclose protected health information for treatment, payment, or health care operations as set forth in paragraph (c) of this section, provided that such use or disclosure is consistent with other applicable requirements of this subpart. 
45 CFR section 164.512((i) Permitted Use and Disclosures.  A covered entity may muse or disclose protected health information for research, regardless of the source of the funding of the research, provided that:

(i) the covered entity obtains documentation that an alteration to or waiver, in whole or in part, of the individual authorization required by section 164.508 for use and disclosure of protected health information has been approved by an IRB or Privacy Board.

	Opt-out consent is the default:

[G]eneral PHI in Illinois can be collected by healthcare providers under an “opt-out” patient consent model, while express written patient “opt-in” consent is required with respect to several specially-protected categories of PHI (i.e., drug abuse/alcohol treatment; mental health/ developmental disability; HIV/AIDs/sexually-transmitted disease; genetic testing; child abuse or neglect; sexual assault/abuse (relating to the content of the PHI and/or the special status of the patient). [P 89 & 91, Illinois 2010 Strategic & Operational Plan; http://www.hie.illinois.gov/assets/hiesop.pdf]] 
See also, HIE Authorization Form–HISPC-Ill (12/17/07): Authorization for Use and Disclosure of Protected Health Information for Research
; http://www.idph.state.il.us/hispc2/lwg/Authorization_HIE_Research_12-17-07.pdf
215 ILCS 134 Managed Care Reform and Patient Rights Act.  Sec. 5(a)(4): A patient has the right to privacy and confidentiality in health care. This right may be expressly waived in writing by the patient or the patient’s guardian.

410 ILCS 50/3.1 Medical Patient Rights Act – research-specific consent is OPT-IN
Sec. 3.1. (a) Any patient who is the subject of a research program or an experimental procedure, as defined under the rules and regulations of the Hospital Licensing Act*, shall have, at a minimum, the right to receive an explanation of the nature and possible consequences of such research or experiment before the research or experiment is conducted, and to consent to or reject it.  (Obviously, also applies to NOTICE.)
    (b) No physician may conduct any research program or experimental procedure on a patient without the prior informed consent of the patient or, if the patient is unable to consent, the patient's guardian, spouse, parent, or authorized agent.

The statute is not helpful in interpreting.

A research procedure is defined under the HLA.
210 ILCS 85/10 (from Ch. 111 1/2, par. 151) Sec. 10. Board creation; Department rules.
 (c) The Director shall prescribe rules, regulations, standards, and statements of policy needed to implement, interpret, or make specific the provisions and purposes of this Act. The Department shall adopt rules which set forth standards for determining when the public interest, safety or welfare requires emergency action in relation to termination of a research program or experimental procedure conducted by a hospital licensed under this Act. No rule, regulation, or standard shall be adopted by the Department concerning the operation of hospitals licensed under this Act which has not had prior approval of the Hospital Licensing Board, nor shall the Department adopt any rule, regulation or standard relating to the establishment of a hospital without consultation with the Hospital Licensing Board. 

	Massachusetts Code Ch. 305, Section 6F. Any plan approved by the board and every grantee and implementing organization that receives monies for the adoption of health information technology shall:
(1) establish a mechanism to allow patients to opt-in to the health information network and to opt-out at any time;

Protection of Human Research Subjects Requirements: MA Human Research Consent Form Requirements: No specific consent form or template is required. However, consent forms must clearly describe the study and explain what participation involves. In addition, consent forms should clearly contain, at a minimum, the following:
· A statement that participation is voluntary;

· A statement that declining to participate will not affect a subject's health care benefits or eligibility for services;

· A statement that a subject may withdraw at any time;

· A statement that a subject may choose not to answer any question;

· A statement concerning the risks and benefits to participants if any;

· A statement regarding any compensation that is offered and any conditions for receiving that compensation;

· A statement concerning all of the planned uses of the subject's information and how it will be protected;

· A statement about how long the information will be kept and rights to request that information be destroyed;

· Options for agreeing to the use of personal information for some parts of a study and not others; and

· Specific agreement options for testing of tissue, blood, or urine, including how long samples will be kept, limits on their use, de-identification if an option, and destruction if a person withdraws.

http://www.mass.gov/?pageID=eohhs2terminal&L=4&L0=Home&L1 =Researcher&L2=Research+Rules%2c+Regulations+and+Guidelines&L3=Department+of+Public+Health+-+Research&sid =Eeohhs2&b=terminalcontent&f=dph_privacy_g_irb_human_subjects&csid= Eeohhs2
See also, Cambridge Health Alliance Research Consent Form:
Requires informed written consent or IRB waiver, limited data set or disclosure for a described limited purpose; exceptions for research under FDA jurisdiction or to prepare a research protocol under described limited circumstances.
http://www.challiance.org/academics/irb/images/A-COM-0004%20 %20Informed%20Consent%20Process.pdf
See also, Tufts University, INSTRUCTIONS FOR PREPARING THE RESEARCH AUTHORIZATION FORM
http://www.tufts.edu/research
MA Code Title XVI, Chapter III, Section 70E

Every patient or resident of a facility shall be provided by the physician in the facility the right:
(i) to refuse to serve as a research subject and to refuse any care or examination when the primary purpose is educational or informational rather than therapeutic;



	4.2
	45 CFR § 164.508 Uses and disclosures for which an authorization is required. 

(a) Standard: Authorizations for uses and disclosures 
(1) Authorization required: General rule. Except as otherwise permitted or required by this subchapter, a covered entity may not use or disclose protected health information without an authorization that is valid under this section. When a covered entity obtains or receives a valid authorization for its use or disclosure of protected health information, such use or disclosure must be consistent with such authorization.

See 45 CFR section 164.512(a) that restricts the use and disclosure of federally funded alcohol and abuse individual health information.
	CA PSAB Privacy and Security Guidelines, Sec. 2.1.1.4 OPT IN FOR SENSITIVE INFORMATION

An entity shall not transmit sensitive individual health information through an electronic health information exchange if the disclosure of the sensitive individual health information is otherwise restricted by law unless the entity has obtained from the individual who is subject of the sensitive individual explicit documented consent to have his/her information exchanged

45 CFR § 164.508 Uses and disclosures for which an authorization is required. 
(a) Standard: Authorizations for uses and disclosures 
(1) Authorization required: General rule. Except as otherwise permitted or required by this subchapter, a covered entity may not use or disclose protected health information without an authorization that is valid under this section. When a covered entity obtains or receives a valid authorization for its use or disclosure of protected health information, such use or disclosure must be consistent with such authorization.

See 45 CFR 164.512(a) which allows covered entities to use or disclose PHI to the extent allowed by law.  


	740 ILCS 110 Mental Health and Developmental Disabilities Confidentiality Act: requires specific, informed written consent for use of mental health or disability information, and includes a right of revocation at any time.

410 ILCS 305 A.I.D.S. Confidentiality Act: requires specific informed written consent for use of HIV status information, and includes a right of revocation at any time.

410 ILCS 513 Genetic Information Privacy Act states that genetic testing information may be released only to the subject and to other specifically authorized recipients.
	5.9 Consent Task Force Recommendations

Patient information (brochures) describing the ―Opt In process would include other sensitive information, e.g. abortion history, STD’s and the explanation that a second and third consent is needed once a patient Opts In if he or she wants genetics testing and HIV test/related medical information to be exchanged.  [MeHI 2010 HIE Strategic & Operational Plan, Section 2, Chapter 2, Part 5.9, Page 133; http://www.maehi.org/HIE/
MeHI_HIE_Plan_2_7_9.pdf]

For substance abuse: 105 Code of Massachusetts Regulations section; 164.084 Confidentiality. Client-specific information shall be privileged and confidential and shall be made available only in conformity with all applicable state and federal laws and regulations regarding the confidentiality of client records, including but not limited to, 42 CFR Part 2, and 45 CFR Parts 160 and 164 (HIPAA Privacy and Security Rules) if applicable.
M.G.L.A. 111 § 70F HLTV-III test; confidentiality; informed consent: informed written consent required; consent for redisclosure also required
M.G.L.A. 111 § 70G Genetic Testing express written consent required for testing and disclosure of test information.

	4.3
	45 C.F.R. Part 160 (the Privacy and Security rules), 162 (Administrative Requirements), and 164, Subparts A & E (the Privacy and Security rules); Subparts A  & C also contain Security rules
	CA PSAB Privacy and Security Guidelines, Sec. 2.1.1.5 OPT IN FOR OTHER PURPOSES
An entity shall obtain from an individual an explicit documented consent to have his/her individual health information, including individual sensitive health information, transmitted through an electronic health information exchange prior to the transmission:

(a) For all other purposes for use and disclosure of an individual’s health information other than clinical treatment (Section 2.1.1.1) or mandated public health (Section 2.1.1.2).  [Note: would include research]
[45 C.F.R. Part 160, 162, and 164 and California Civil Code § 56 et seq., California Privacy and Security Advisory Board Principles 3, Individual Rights.] 

Proposed regulations

Title 22, Division 14
  
	See HIE Authorization Form–HISPC-Ill. (12/17/07): Authorization for Use and Disclosure of Protected Health Information for Research; http://www.idph.state.il.us/hispc2

	5.4.4. Clinical Information Exchange

MA state laws that require unique consent be obtained for every release for certain types of a patient’s data [MeHI 2010 HIE Strategic & Operational Plan, Section 1, Chapter 2, Part 5.4.4, Page 61; http://www.maehi.org/HIE/
MeHI_HIE_Plan_2_7_9.pdf]


	4.4
	
	California Office of Health Information Integrity § 126055 Informing Requirements; Affirmative Consent:  Revocation of Consent

(a) Informing Requirements

(1) Prior to requesting an individual or individual’s personal representative to consent to permit the electronic exchange of health information among separate unaffiliated entities.  Participants shall provide notice to individual or the individual’s personal representative, which at a minimum shall contain statements describing:

(A) Electronic exchange of health information,

(B) Use of IHI, which may incorporate the Participants Notice of Privacy Practices created in accordance with 45 C.F.R. § 164.520, if appropriate.
(C) Benefits and risks associated with disclosing IHI through an HIO or independent directed exchange, including the exchange of sensitive health information, such as HIV status, mental health records, reproductive health records, drug and alcohol treatment records, and genetic information which could be inferred or embedded in information that is made available through an HIO or independent directed exchange.
(D) Consent requirements.
(E) Specific exceptions to the consent requirements for electronic exchange of health information for mandated public health reporting and for transmitting mandated HIPAA transactions and code sets.
(F) Specific exceptions to the consent requirements in emergency situations.
(G) Process for revoking consent, including a contact name, phone number, email address and website.
(H) When the revocation of consent is effective.
	
	


The Common Rule provides that research investigators shall obtain informed consent from subjects of research that includes the following basic elements:  (1) the purpose of the research, its duration and a description of the procedures with identification of those that are experimental; (2) a description of any foreseeable risks or discomforts; (3) a description of any benefits; (4) disclosure of appropriate alternative procedures; (5) a statement describing the confidentiality, if any, of records identifying the subjects; (6) any compensation when research involves more than minimal risk; (7) a contact for questions; and (8) statement about voluntary participation which cannot affect benefits to which the subject is otherwise eligible.  Additional elements may be added which include: (1) a statement of unforeseeable risks; (2) anticipated circumstances where subject’s participation may be terminated; (3) additional costs to subject; (4) consequences of withdrawal; (5) significant findings affecting willingness to continue to participate, and (6) the number of subjects involved in the study.   Subjects are to be provided adequate opportunity to read and understand the informed consent before signing, and receive a copy.  [45 C.F.R. sections 46.116 and 46.117]
	E. Collection, Use, Disclosure Limitation: Individually identifiable health information should be collected, used and/or disclosed on to the extent necessary to accomplish a specified purpose(s) and never to discriminate inappropriately.


	
	Tennessee VA (Federal regulations apply)
	California
	Illinois
	Massachusetts

	5.1
	HIPAA Administration Simplification Rules:  45 C.F.R. Part 160, 162, and 164 
Subparts A & E (the combined Privacy and Security Rules)
For HHS summary of essential information in the federal regulations on use and disclosure for research purposes, see, “How Can Covered Entities Use and Disclose Protected Health Information for Research and Comply with the Privacy Rule? 

”Key Points:
--De-identified health information, as described in the Privacy Rule, is not PHI, and thus is not protected by the Privacy Rule.
--PHI may be used and disclosed for research with an individual's written permission in the form of an Authorization.
--PHI may be used and disclosed for research without an Authorization in limited circumstances: Under a waiver of the Authorization requirement, as a limited data set with a data use agreement, preparatory to research, and for research on decedents' information. http://privacyruleandresearch.nih.gov/pr_08.asp
45 C.F.R. §§ 164.502(b), 164.514(d) – the “minimum necessary standard”

The Privacy Rule generally requires covered entities to take reasonable steps to limit the use or disclosure of PHI to the minimum necessary to accomplish the intended purpose.  The Privacy Rule also requires covered entities to take reasonable steps to limit any requests for PHI to the minimum necessary, when requesting such information from other covered entities. In some cases, the Privacy Rule does not require that the minimum necessary standard be applied, such as, for example, to disclosures to or requests by a health care provider for treatment purposes or to disclosures to the individual who is the subject of the information. 
	CA PSAB Privacy and Security Guidelines, Sec. 2.1.1.6 LIMITED BY USES AND DISCLOSURES

An individual’s documented consent to have his/her health information transmitted through an electronic health information exchange shall be limited to the purposes of uses and disclosures of individual health information as permitted under these guidelines (see Section 3.2).
[45 C.F.R. Part 160, 162, and 164 and California Civil Code § 56 et seq., California Privacy and Security Advisory Board Principles 3, Individual Rights.]

Title 22, Division 14  

California Office of Health Information Integrity §126050 Permitted Purposes for Exchanging Health Information   
Permitted purposes.  Individual health information exchanged or accessed through an HIO or a direct exchange shall be limited to:  (1) Treatment (2) Reporting to Public Health Officials for immunizations, bio-surveillance and mandated reporting. (3) Quality reporting for meaningful use to Centers for Medicare and Medicaid Services and the California Department of Health Care Services.  (4) HIPPA mandated transactions consistent with 45 C.F.R. § 162.900 through 45 C.F.R. § n162.1802 for transaction standards and code sets.  (b) Permitted secondary purposes.  Individual health information after it is disclosed through an HIO or independent directed exchange ay be used or disclosed for any permitted purpose allowed by law that is specified in the Participant’s Notice of Privacy Practices created in accordance with 45 C.F.R. § 164.520.  (c) These provisions do not apply to business practices that use faxes or emails. Authority: California Health and Safety Code §§ 130277, 130278. Reference: Health and Safety Code §§ 130200, 130277, 130279; 45 CFR § 162.923, §164.520.
 
CalPSAB Principles.  Collection Limitation – There shall be limits to the collection of individual health information…

Purpose Limitation:  Individual health information shall be relevant to the purpose for which it is to be used and, limited to the minimum information necessary for the specified purposes. The subsequent use shall be limited to the specified purpose.
	Illinois is committed to limiting the use of individual’s identifiable information only to the extent necessary to accomplish a specific purpose. Policies will be developed concerning the extent of information collected, person authorized to have access to the information, and the use of the information. [P 91, Illinois 2010 Strategic & Operational Plan; http://www.hie.illinois.gov/
assets/hiesop.pdf ]

	45 C.F.R. §§ 164.502(b), 164.514(d) – the “minimum necessary standard” – applies in Massachusetts.
M.G.L.A. 111 § 70G Genetic Testing—research exception for use in epidemiological or clinical research conducted for the purpose of generating scientific knowledge about genes or learning about the genetic basis of disease or for developing pharmaceutical and other treatments for a disease. 

	5.2
	HIPAA Administration Simplification Rules:  45 C.F.R. Part 160, 162, and 164 
Subparts A & E (the combined Privacy and 
Security Rules)

See, especially, 45 CFR 164.502(g): the parent or personal representative of a minor must sign a specific authorization for use of minor’s PHI. 

	CalPSAB Privacy and Security Guidelines, Sec. 2.1.3 Minors as Individuals

An entity shall obtain the appropriate HIE consent from a minor when a minor is considered an individual. In such circumstances, an entity shall not seek HIE consent from the parent or personal representative of the minor unless permitted by the minor. (See section 1.4.4 for situations where a minor is considered an individual); 

Also, 45 CFR 164.502(g), California Civil Code § 56 et seq., California Privacy and Security Advisory Board Principles 3, Individual Rights.)
Also, see Health and Safety Code Section 123115, and Family Code Sections 6922-6929 for sections related to minors health care rights in California.
	Ill. minors and research: 
“The UIC IRB extends the provisions of the Minors Medical Treatment Act [(410 ILCS 210/1] to research.  Specifically, under the circumstances or for the conditions stipulated in the Act, the UIC IRB views the minor to have the same legal capacity to act and has the same powers and obligations as has a person of legal age to consent for research involving such medical or surgical procedures.  The minor is not deemed to be able to provide consent for research involving conditions not stipulated by the Act or involving medical or surgical procedures not covered by the Act. Thus, a 13-year-old male seeking medical treatment for alcohol addiction can consent to participate in research involving addiction treatment.  The research may not however involve additional activities unrelated to clinical management of the addiction, such as genetic research. [University of Illinois (Chicago), Office for the Protection of Research Subjects IRB, Research Involving Children (Including Wards of the State), v. 1.2, 6/18/2009; http://tigger.uic.edu/depts/ovcr/research/protocolreview/irb/policies/0910.pdf] 
	110 Code of Massachusetts Regulation section 11.23 Children as Research Subjects
Parents shall retain the right to consent to participation by their child in any medical or psychological research. If the parents consent, the Department shall also consent. If the parents refuse to consent, the child shall not participate.  Medical research includes physical examinations, laboratory tests of any kind, and psychological examinations and tests. For children in the custody of the Department pursuant to a surrender for adoption, termination of parental rights, or where parents cannot be located, the Department shall seek prior judicial approval.



	5.3
	The HIPAA Privacy Rule requires authorization or waiver of authorization for the use or disclosure of identifiable health information for research (among other activities). The authorization must indicate if the health information used or disclosed is existing information and/or new information that will be created during the research. The authorization form may be combined with the informed consent form, so that a subject need sign only one form. An authorization must include the following specific elements: a description of what information will be used and disclosed and for what purposes; a description of any information that will not be disclosed, if applicable; a list of who will disclose the information and to whom it will be disclosed; an expiration date for the disclosure; a statement that the authorization can be revoked; a statement that disclosed information may be redisclosed and no longer protected; a statement that if the individual does not provide an authorization, s/he cannot receive research-related treatment; the subject's signature and date.

45 CFR 46 (the Common Rule); 45 CFR 45 Part 160 and Subparts A and E of Part 164 (the Privacy Rule)


	California Office of Health Information Integrity § 126055 Informing Requirements; Affirmative Consent:  Revocation of Consent

(a) Informing Requirements

(1) Prior to requesting an individual or individual’s personal representative to consent to permit the electronic exchange of health information among separate unaffiliated entities.  Participants shall provide notice to individual or the individual’s personal representative, which at a minimum shall contain statements describing:

(A) Electronic exchange of health information,

(B) Use of IHI, which may incorporate the Participants Notice of Privacy Practices created in accordance with 45 C.F.R. § 164.520, if appropriate.
(C) Benefits and risks associated with disclosing IHI through an HIO or independent directed exchange, including the exchange of sensitive health information, such as HIV status, mental health records, reproductive health records, drug and alcohol treatment records, and genetic information which could be inferred or embedded in information that is made available through an HIO or independent directed exchange.
(D) Consent requirements.
(E) Specific exceptions to the consent requirements for electronic exchange of health information for mandated public health reporting and for transmitting mandated HIPAA transactions and code sets.
(F) Specific exceptions to the consent requirements in emergency situations.
(G) Process for revoking consent, including a contact name, phone number, email address and website.
(H) When the revocation of consent is effective.


Title 22, Division 14  

California Office of Health Information Integrity §126050 Permitted Purposes for Exchanging Health Information   
Permitted purposes.    

(a) Individual health information exchanged or accessed through an HIO or a direct exchange shall be limited to:  
(1) Treatment 
(2) Reporting to Public Health Officials for immunizations, bio-surveillance and mandated reporting. 
(3) Quality reporting for meaningful use to Centers for Medicare and Medicaid Services and the California Department of Health Care Services.  
(4) HIPPA mandated transactions consistent with 45 C.F.R. § 162.900 through 45 C.F.R. § 162.1802 for transaction standards and code sets.  
(b) Permitted secondary purposes.  Individual health information after it is disclosed through an HIO or independent directed exchange ay be used or disclosed for any permitted purpose allowed by law that is specified in the Participant’s Notice of Privacy Practices created in accordance with 45 C.F.R. § 164.520.  
(c) These provisions do not apply to business practices that use faxes or emails. Authority: California Health and Safety Code §§ 130277, 130278. Reference: Health and Safety Code §§ 130200, 130277, 130279; 45 CFR § 162.923, §164.520.
 
	Committee has recommended that the Authority, while protecting patient privacy and security, adopt policies (including consent policies), that ensure maximum participation in the HIE. [P 90, Illinois 2010 Strategic & Operational Plan; http://www.hie.illinois.gov/assets/hiesop.pdf]
	5.4.4 Consent management is about ensuring that consumers have the ability and understanding of how to exercise their right to control their data at specified levels of granularity. If a patient just wants information shared for research and direct care coordination with their physician, but does not want to be in a registry or called by an insurer’s disease management program, they should be able to control that access. Once the process is defined, a comprehensive education and marketing campaign is planned for consumers, providers and non-clinical staff, to ensure they all understand their rights and obligations and what it means to consent to being part of a state-wide HIE.

Implementation of the Statewide HIE will require a process to inform patients about HIE. It will allow the patient to exercise control and choose how their health information is accessed, used and disclosed.

 Under Chapter 305 there is an Opt In or Opt Out provision permitting patients to decide if and how their health information is accessed, used and disclosed. In addition, under the provisions of the HIE Cooperative Agreement with HHS, the

Commonwealth must address the need for a common consent approach with adjoining states. [MeHI 2010 HIE Strategic & Operational Plan. Section 1, Chapter 2, Part 5, Page 61;  http://www.maehi.org/HIE/MeHI_HIE_Plan_2_7_9.pdf]
5.9 Consent Task Force Recommendations:  By statute, Massachusetts has an ―Opt In‖ consent policy in regard to patient health information. Thus the Task Force’s recommendations addressed an ―Opt In‖ consent model for general patient consent with a separate ―Opt In‖ mechanism for HIV patients and genetic testing which receives special consideration under Massachusetts General Laws.” [MeHI 2010 HIE Strategic & Operational Plan, Section 2, Chapter 2, Part 5, Page 133;  http://www.maehi.org/HIE/MeHI_HIE_Plan_2_7_9.pdf]

	5.4
	See HIPAA 45 CFR 164.508(b)(5) Revocation of Authorization – An individual may revoke an authorization provided under this section at any time, provide that the revocation is in writing, except that…….
	CA PSAB Privacy and Security Guidelines, Sec. 2.1.5 Revocation of HIE consent Decision

An individual has the right to revoke. An entity shall make the individual health information unavailable to be transmitted through an electronic health information exchange when an individual: (c) Revokes her/her choice to opt into having his/her individual health information exchanged for other purposes permitted under these guidelines. [Nothing in guidelines about revoking consent for research, although Sec. 2.4.2.10 suspends individual access to data while research is in progress]
	Revocation of Authorization for use of protected health information for research:
[HIE Authorization Form–HISPC-Ill. (12/17/07): Authorization for Use and Disclosure of Protected Health Information for Research; http://www.idph.state.il.us/hispc2/lwg/Authorization_HIE_Research_12-17-07.pdf]
	See, Cambridge Health Alliance Research Consent Form:
Consent is revocable by patient.
 http://www.challiance.org/academics/irb/images/A-COM-0004%20 %20Informed%20Consent%20Process.pdf


	5.5
	
	CA PSAB Privacy and Security Guidelines, Sec. 2.1.6 Individual Health Information Available for Transmission

The individual health information shall be available for transmission through an electronic health information exchange when: (a) An individual does not respond to the notification of his/her right to opt out of transmitting his/her individual health information through an electronic health information exchange within 30 days, (b) An individual provides HIEconsent to transmit his/her sensitive individual health information through an electronic health information exchange, or (c) An individual provides HIEconsent to transmit his/her individual health information through an electronic health information exchange for other purposes permitted under these guidelines.
	
	

	5.6
	HIPAA 45 CFR §§ 164.502(b) and 164514(d).  Minimum necessary applies.  When using or disclosing protected health information or when requesting PHI from another covered entity, a covered entity must make reasonable efforts to limit PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.

	CA PSAB Privacy and Security Guidelines, Sec. 3.1.5.1 AUTHORIZED USERS & CATEGORY

An entity shall limit requests, uses within the organization, and disclosures outside the organization of individual health information to those authorized users within their organization or authorized receivers outside the organization, specifically identified by their class or designated by the appropriate category of health information to be requested, used, or disclosed.
	HIPAA 45 CFR §§ 164.502(b) and 164514(d).  Minimum necessary applies.  When using or disclosing protected health information or when requesting PHI from another covered entity, a covered entity must make reasonable efforts to limit PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.

	HIPAA 45 CFR §§ 164.502(b) and 164514(d).  Minimum necessary applies.  When using or disclosing protected health information or when requesting PHI from another covered entity, a covered entity must make reasonable efforts to limit PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.


	5.7
	45 CFR §§ 164.502(b) and 164.514(d)(2): the “minimum necessary standard” for disclosure of PHI; i.e., disclosure is limited to the amount and type of information necessary to satisfy a particular purpose or carry out a function.  The minimum necessary standard requires covered entities to evaluate their practices and enhance safeguards as needed to limit unnecessary or inappropriate access to and disclosure of protected health information.


	CA PSAB Privacy and Security Guidelines, Sec. 3.1.5.7 USES An entity participating in an HIE shall identify:

(a) Those authorized users or classes of authorized users in its workforce who need access to individual health information to carry out their duties

(b) The category or categories of individual health information to which access is required to carry out their duties and any conditions appropriate to such access.

(c) An entity participating in an HIE shall limit the access of such authorized users or classes of authorized users to individual health information consistent with this requirement.

California Privacy and Security Advisory Board Principle 5
See also, 45 CFR 164.502(b) and 45 CFR 164.515(d)(2) HIPAA minimum necessary standards.
	Protection of Human Subjects [in research]: 45 CFR 46, Subpart A http://ohsr.od.nih.gov/guidelines/45cfr46.html - 45 CFR 46.101(a)  “applies to all research involving human subjects conducted, supported or otherwise subject to regulation by any federal department or agency”; exception for de-identified data.

	Protection of Human Research Subjects Requirements: Massachusetts research consent form must identify all planned uses of data:
http://www.mass.gov/?pageID=eohhs2terminal&L=4&L0=Home&L1=Researcher&L2=Research+Rules%2c+Regulations+and+Guidelines&L3=Department+of+Public+Health+-+Research&sid =Eeohhs2&b=terminalcontent&f=dph_privacy_g_irb_human_subjects&csid= Eeohhs2


	5.8
	45 CFR §§ 164.502(b), 164.514(d)(2), and 164.514(d)(3): the “minimum necessary standard” for use and disclosure of PHI; i.e., disclosure is limited to the amount and type of information necessary to satisfy a particular purpose or carry out a function.  The minimum necessary standard requires covered entities to evaluate their practices and enhance safeguards as needed to limit unnecessary or inappropriate access to and disclosure of protected health information.



	CA PSAB Privacy and Security Guidelines, Sec. 3.1.5.8 DISCLOSURES
An entity shall implement policies and procedures to reasonably limit the disclosure of individual health information to the amount necessary to accomplish the purpose when such disclosures are made on recurring bases. For all other disclosures to which minimum necessary applies, an entity shall:

(a) Develop criteria designed to limit the individual health information disclosed to the information necessary to accomplish the purpose for which disclosure is sought, and

(b) Develop criteria designed to limit the disclosure to the:

(i) Pertinent individual health information necessary to address the specified health care incident, and (ii) Appropriate person with a health care provider/patient relationship.

An entity may implement the above criteria using security access controls and audit controls (see Section 8.0).
 California Privacy and Security Advisory Board Principle 5; NHIN Consumer Preference Profile
See also, 45 CFR 164.514(d)(3)
	410 ILCS 520/5 Disclosure of health data
(a) The Department [Illinois Department of Public Health] may make no disclosure of any item, collection or grouping of health data which makes the individual supplying or described in such data identifiable unless:

(1) The individual described in the data has consented to the disclosure.

(2) The disclosure is to a governmental entity in this State, in another state or to the federal government, provided that: (i) the data will be used for a purpose for which the data was collected by the Department; and (ii) the recipient of the data has entered into a written agreement satisfactory to the Department, that it will protect such data in accordance with the requirements of this Act and will not permit further disclosure without prior approval of the Department.


	Reference: HIPAA Privacy Rule: 45 CFR Parts 160 and 164; especially 45 CFR §§ 164.502(b) and 164.514(d)(2): the “minimum necessary standard” for disclosure of PHI


MGLA Ch. 66A Fair Information Practices Act (FIPA) protects the confidentiality of personal data relating to an individual held by a state agency.  It permits access to such information only if approved by the data subject or authorized by statute or regulations that are consistent with FIPA.
See also, 45 CFR §§ 164.502(b),164.514(d)(2), and 164.514(d)(3)


	5.9
	Notice of Redisclosure of PHI:

45 CFR § 164.508 Uses and disclosures for which an authorization is required.
(c)(2) Required statements. In addition to the core elements, the authorization must contain statements adequate to place the individual on notice of all of the following:

 (iii) The potential for information disclosed pursuant to the authorization to be subject to redisclosure by the recipient and no longer be protected by this subpart.

	CA PSAB Privacy and Security Guidelines, Sec. 3.1.6.2 Other – Authorizations Requirements

3.1.6.2.1 REDISCLOSURE OF INFORMATION

An entity that receives individual health information pursuant to an authorization may not further disclose that individual health information except in accordance with a new authorization or as specifically required or permitted by law.
[Reference: California Civil Code § 56.13 & California Civil Code § 56.213 ]
	Redisclosure of protected health information authorized for use in research:

RE-DISCLOSURE - Has model language: I understand that, except as otherwise specifically prohibited by Illinois or federal law, the Protected Health Information disclosed pursuant to this Authorization may be subject to re-disclosure by the recipient and may no longer be protected by the Health Insurance Portability and Accountability Act of 1996 or its implementing regulations. Participants in the Exchange, including Provider, are hereby released from any legal responsibility or liability for disclosure of the above information to the extent indicated and authorized herein.
http://www.idph.state.il.us/hispc2/lwg/
Authorization_HIE_Research_12-17-07.pdf]]
See also, 45 CFR § 164.508 Uses and disclosures for which an authorization is required.
	45 CFR § 164.508, Notice of Redisclosure of PHI applies in Massachusetts.

	5.10
	Authorization Required:  Sensitive Health Information – HIPAA is generally the federal law that governs the privacy of such information.
Alcohol and drug information – 
45 C.F.R. Part 2.  Information cannot be shared without prior written authorization except for medical emergencies, scientific research, management audits, financial audits, or program evaluations as long as the information is de-identified in the reports, and for court orders.  This applies to the information that is the result of education, training, treatment, rehabilitation, or research which is conducted, regulated, or directly or indirectly assisted by any department or agency of the United States.
	Same as federal requirement.
State law allows for use of alcohol and drug information for research.  [CA Health and Safety Code §§ 11785-11789]
	Same as federal requirement.
	Mass. General Law ch. 111E  § 18.
Administrators of facilities shall keep a record of treatment afforded each patient, which shall be confidential and only made available upon judicial order or with written consent of the patient.

	5.101
	Prisoners – None Found

	Laboratory Results for Prisoners:  
Penal Code § 7530  
Test results are to remain confidential except for disclosure necessary to obtain medical or psychological care or advice or to comply with the Penal Code.
	None Found
	None Found

	5.102
	Genetic Information – GINA--Genetic Information Nondiscrimination Act. Applies only to discrimination in employment and insurance, nothing specific to genetic research.

	California Civil Code § 56.17

Authorization required for any release of genetic test results.  Genetic testing cannot be a requirement for health insurance enrollment.
	410 ILCS 513/15
Genetic testing and information derived from genetic testing is confidential and privileged and may be released only to the individual tested and persons specifically authorized in writing.
	Mass. General Law  § 70G.
Genetic information shall not be public records and shall not be divulged by any person having access without written consent of the individual.
M.G.L.A. 111 § 70G Genetic Testing—research exception for use in epidemiological or clinical research conducted for the purpose of generating scientific knowledge about genes or learning about the genetic basis of disease or for developing pharmaceutical and other treatments for a disease.

	5.103
	Mental Health Information – None Found

	Welfare and Institutions Code § 5328  Authorization by the patient or representative shall be obtained before information or records may be disclosed to a professional person not employed by the facility who does not have medical or psychological responsibility for the patient’s care.  Information may be released to governmental law enforcement agencies when the physician has probable cause to believe the patient is a victim or has committed of various illegal actions, information may be released to prevent, investigate or treat elder abuse or dependent adult abuse, information may be released to a coroner, to an employer at the request of the patient, and minors who have the legal right to consent for their treatment.
	740 ILCS 110/3
All records and communications shall be confidential and not disclosed except a provided by the act.
	Mass. General Law  § 172A.
Clients of a mental health counselor have the privilege of refusing to disclose or preventing disclosure of communications relative to the diagnosis or treatment of the clients mental health or emotional condition.

	5.104
	Reproductive Information (HIV, AIDs, and STDs) – None Found 

	Health and Safety Code §  121010  information about HIV blood test results may be released without authorization to legal representatives or any person authorized by the patient, the subject’s provider of health care, employee or agent of the subject’s provider, designated officer of an emergency response employee regarding possible exposure.
Health and Safety Code § 121015  Physicians and surgeons may disclose results to spouse, sexual partner or person with who patient shared hypodermic needles or the local health officer that the person tested positive to HIV infection.  Specific activities are required prior to the disclosure.
Health and Safety Code § 121025  Local health officials may alert persons reasonably believed to be a spouse, sexual partner or partner of shared needles of an individual who has tested HIV positive without information about the individual believed to be infected or the physician making the report.  Cannot be disclosed without an authorization except to local, state, or federal public health agencies or corroborating medical researcher as necessary to carry out their duties.

Health and Safety Code § 799.03

Insurers cannot test for HIV or the presence of antibodies to HIV for purposes of determining insurability without informed consent.
	401 ILCS 305/8 
Does not require informed consent for performance of an HIV test for purpose of research, if the testing is done in such a way as the identity of the test subject is not known and may not be retrieved by the researcher and the subject is not informed of the results of the testing.
401 ILCS 305/9

No person may disclose or be compelled to disclose the identity of any person upon whom a test is performed or the results of such a test in a manner which permits the identification of the subject of the test.  Exceptions are listed.

410 ILCS 325/8

The Department shall keep strictly confidential and exempt from inspection suspected cases of sexually transmitted diseases without consent of the subject, when made for statistical purposes and medical or epidemiologic information if kept de-identified.
	Mass. General Law  § 70F.
No physician or health care provider shall test, identity of the subject of the test, or disclose the results of an HIV test to any person other than the subject without first obtaining the subject’s written informed consent.

	5.105
	Domestic Violence –
45 CFR § 164.512(c)  Standard: disclosures about victims of abuse, neglect or domestic violence.
Permitted disclosures. Except for reports of child abuse or neglect permitted by paragraph (b)(1)(ii) of this section, a covered entity may disclose protected health information about an individual whom the covered entity reasonably believes to be a victim of abuse, neglect, or domestic violence to a government authority, including a social service or protective services agency, authorized by law to receive reports of such abuse, neglect, or domestic violence:
	Sexual Assault – Evidence Code § 1035.8
Victims have the privilege to refuse or prevent disclosure of information relating to sexual assault.  Such information cannot be disclosed when the victim exercises this privilege.
	Must follow HIPAA, 45 CFR § 164.512(c). No specific state laws found.
	Mass. Law limits disclosure of victims’ addresses.

http://www.lawlib.state.ma.us/source/mass/cmr/cmrtext/950CMR130.pdf

	5.106
	Psychotherapy Notes – 45 C.F.R. § 164.508 (a)(2)]  An authorization must be obtained for any use or disclosure of psychotherapy notes with exceptions.

	Evidence Code § 1012  Communications between a patient and a psychotherapist cannot be shared with a third party other than to those who are present to further the interest of the patient in the consultation or to those to whom disclosure is reasonably necessary to accomplish the purpose for which the psychotherapist is consulted.
Evidence Code § 1010.5  Communications between a patient and an educational psychologist cannot be shared with a third party other than to those who are present to further the interest of the patient in the consultation or to those to whom disclosure is reasonably necessary to accomplish the purpose for which the psychotherapist is consulted.
	740 ILCS 110/3

Personal notes of a therapist are not discoverable by any judicial, administrative or legislative proceeding.

Psychological test material whose disclosure would compromise the objectivity or fairness of the testing process may not be disclosed to anyone including the subject of the test.

740 ILCS 110/7

Disclosure of a recipients record is limited to purposes of licensure, research, evaluation, etc.


	Mass. General Law Ch. 112  § 129A Records of psychologists are confidential and no exceptions for sharing information.  


	5.107
	Laboratory Results –

CLIA – Clinical Laboratory Improvement Amendments – Part 493.  Allows states to enforce laboratory laws more stringent than CLIA.

	Health and Safety Code § 120705 All reports are confidential and not open to public inspection.  Authorization is required to provide results electronically to the patient.
Health and Safety Code § 123148  Medical providers are prohibited from releasing results electronically even with patient authorization:  HIV antibody test, antigens indicating hepatitis infections, abuse of use of drugs, routine process of tissues, e.g., skin biopsies, Pap smears, bone marrow aspirations, if they reveal a malignancy.
	None Found
	Mass. General Law  § 8.  
A clinical laboratory shall not report an examination of any specimen derived from a human body except as directed by a licensed physician, licensed…….

	5.108
	Persons with Disabilities –


	Welfare and Institutions Code § 4900  A protection or advocacy group may not have access to a person with disabilities records if the person is unable to authorize access or denies access.
	None Found
	None Found

	5.11
	45 CFR 164.512(i)(1) (i) Standard: Uses and disclosures for research purposes —(1) Permitted uses and disclosures. A covered entity may use or disclose protected health information for research, regardless of the source of funding of the research, provided that: [paraphrase—there is an IRB or privacy board waiver, the use or disclosure in for the purpose of preparing a research protocol, the info is “necessary for research purposes”—rather broad exception]   [See, generally, Sec. 164.512 Uses and disclosures for which an authorization or opportunity to agree or object is not required; 
VA Authorization Form:  Redisclosure of my medical records by those receiving the above authorized information may be accomplished without my further written authorization and may no longer be protected.  

http://www.va.gov/vaforms/medical/pdf/vha-10-5345-fill.pdf
	CA PSAB Privacy and Security Guidelines, Sec. 3.3.22 Research Use or Disclosure

An entity is permitted to disclose individual health information to public agencies, clinical investigators, including investigators conducting epidemiological studies, health care research organizations, and accredited public or private nonprofit educational or health care institutions for bona fide research purposes provided that: 
[Reference: California Civil Code§ 56.10(c)(7)]
	Model language regarding research purposes and uses: [HIE Authorization Form–HISPC-Ill. (12/17/07): Authorization for Use and Disclosure of Protected Health Information for Research; http://www.idph.state.il.us/hispc2/lwg/
Authorization_HIE_Research_12-17-07.pdf].]
See also, 45 CFR 164.512(i)(1) (i) Standard: Uses and disclosures for research purposes which applies.  A covered entity may use and disclose protected health information for research, provided they have obtained documentation that an alteration to or waiver of the individual authorization has been approved by either an IRB or a privacy board. 
	4.1.1 Business and Technical Operations: Security and Privacy
Service:  Consent Services Definition:  There are two distinct kinds of consents

1. . . .

2. Consent for other information releases, such as patient self-referrals to specialists or Emergency Departments, or changes in primary care physicians or use for research.

. . . the second case would be made available by 2013, facilitated by an EMPI to limit the number of times a patient has to sign a consent form.

Service: PKI/Identity Services

Definition: A centralized service that supports authentication of endpoints (people and organizations), as well as e-prescribing of controlled substance workflows. [p. 109, MeHI 2010 HIE Strategic & Operational Plan, Section 2, Chapter 2, Part 4, Page 109; http://www.maehi.org/HIE/
MeHI_HIE_Plan_2_7_9.pdf]
45 CFR 164.512(i)(1) (i) Standard: Uses and disclosures for research purposes, applies. 

	5.12
	Preparation for research:

164.512(i)(1)(ii) Reviews preparatory to research. The covered entity obtains from the researcher representations that:

(A) Use or disclosure is sought solely to review protected health information as necessary to prepare a research protocol or for similar purposes preparatory to research;

(B) No protected health information is to be removed from the covered entity by the researcher in the course of the review; and

(C) The protected health information for which use or access is sought is necessary for the research purposes.


	CA PSAB Privacy 3.3.22.1 BOARD APPROVAL OF WAIVER

The entity obtains documentation that an alteration to or waiver, in whole or in part, of a valid individual authorization required by these guidelines for use or disclosure of individual health information has been approved by either:

3.3.22.2 IRB An Institutional Review Board (IRB), established in accordance with federal regulations. 

3.3.22.3 PRIVACY BOARD A privacy board that:
(a) Has members with varying backgrounds and appropriate professional competency as necessary to review the effect of the research protocol on the individual's privacy rights and related interests;

(b) Includes at least one member who is not affiliated with the entity, not affiliated with any entity conducting or sponsoring the research, and not related to any person who is affiliated with any of such entities; and

(c) Does not have any member participating in a review of any project in which the member has a conflict of interest.

3.3.22.4 RESEARCH PREPARATION (V1)

When a researcher requests to use individual health information in activities preparatory to research, the entity shall obtain from the researcher representations that:

(a) Use or disclosure is sought solely to review individual health information as necessary to prepare a research protocol or for similar purposes preparatory to research;

(b) No individual health information is to be removed from the covered entity by the researcher in the course of the review; and

(c) The individual health information for which use or access is sought is necessary for the research purposes.
See 45 CFR section 164.512(i).
	See generally, Illinois Institutional Review Board for the Protection of Human Subjects; http://irb.illinois.edu/
See 45 CFR section 164.512(i)(1)(ii)
	Research: See generally, Protection of Human Research Subjects Requirements: 
http://www.mass.gov/?pageID=eohhs2terminal&L=4&L0=Home&L1=Researcher&L2=Research+Rules,+Regulations+and+Guidelines&L3=Department+of+Public+Health+-+Research&sid=Eeohhs2&b=terminalcontent&f=dph_privacy_g_irb_human_subjects&csid=Eeohhs2
See 45 CFR section 164.512(i)(1)(ii)


See above section D. Individual Choice for Common Rule informed consent requirements.  In addition, the Common rule requires that when appropriate, adequate provisions be in place to protect the privacy of the subjects and to maintain the confidentiality of the data.  [45 C.F.R. section 46.111(a)(7)]  In addition, specific requirements exist for protections for pregnant women, human fetuses, neonates involved in research, biomedical and behavioral research involving prisoners, and children as subjects in research.  [45 C.F.R. Subparts B, C, and D]
	F. Integrity: Persons and entities should take reasonable steps to ensure that individually identifiable health information is complete, accurate, and up-to-date to the extent necessary for the person’s or entity’s intended purposes and has not been altered or destroyed in an unauthorized manner.


	
	Tennessee VA (Federal regulations apply)
	California
	Illinois
	Massachusetts

	6.1
	Not for Discussion by the Expert Panel. For information on data quality and integrity, please see the Reference Matrix

45 CFR section 164.530.  A covered entity must have in place appropriate administrative, technical, and physical safeguards to protect the privacy of protected health information.
	CalPSAB Principles:  Health information shall be relevant, accurate, complete, and kept up to date. 
Title 22, Division 14, Section 126030 (a)(2) Health information shall be relevant, accurate, complete, and kept up-to-date.
	Illinois HIE Strategic & Operational Plan
• Data Quality and Integrity: Illinois recognizes the need for quality data and the effect it has on the quality of care that an individual receives. Policies will be developed for all the stakeholders in the HIE to ensure the accuracy of the data in an individual’s health information and to prevent, detect and mitigate unauthorized changes. Page 91.
http://www.hie.illinois.gov/assets/hiesop.pdf

	5. Legal/Policy
The Privacy and Security Ad Hoc Workgroup was informally convened by the Secretary of the Executive Office of Health and Human Services. This workgroup’s primary focus is to provide advice and recommendations to the Health IT Council and the MTC Board of Directors on privacy and security policies for the Statewide HIE and participating systems, both within Massachusetts and between states and to adhere to the principles outlined in the HHS HIT Privacy and Security Framework, including: disclosure limitation, individual access, correction, openness and transparency, individual choice, collection and use, data quality and integrity, safeguards and accountability. 

[p. 109, MeHI 2010 HIE Strategic & Operational Plan, Section 1, Chapter 2, Part 5, Page 58; http://www.maehi.org/HIE/
MeHI_HIE_Plan_2_7_9.pdf]


The Common Rule provides that where appropriate, there are adequate provisions to protect the privacy of subjects and to maintain the confidentiality of data.  [45 C.F.R. section 46.11 (a)(7)]  In addition, IRBs must approve research involving information obtained in such a manner that the subject can be identified, directly or through identifiers linked to the subject and any disclosures could reasonably place the subjects at risk of criminal or civil liability or be damaging to the subjects’ financial standing, employability, or reputation.  [45 C.F.R. sections 46.101(b)(2)(i) & (ii)]

	G. Accountability:  These principles should be implemented, and adherence assured, through appropriate monitoring and other means and methods should be in place to report and mitigate non-adherence and breaches.
 
 [Note: See Security Guidelines for accountability policies related to monitoring, reporting and mitigating information security breaches. See also, Reference Matrix, pp. 38-39]

	
	Tennessee VA (Federal regulations apply)
	California
	Illinois
	Massachusetts

	7.1
	45 CFR § 164.308  Administrative safeguards.

A covered entity must, in accordance with §164.306:164.308(a)(2) Standard: Assigned security responsibility. Identify the security official who is responsible for the development and implementation of the policies and procedures required by this subpart for the entity.
See also, 45 CFR 164.530(c)(1).
The HITECH Act provided that:  In the case of a business associate that violates any provision of subsection (a) or (b), the provisions of sections 1176 and 1177 of the Social Security Act (42 U.S.C. 1320d–5, 1320d–6) shall apply to the business associate with respect to such violation in the same manner as such provisions apply to a person who violates a provision of part C of title XI of such Act.


	CA PSAB Privacy and Security Guidelines Sec 1.2.4 Principles
Accountability: An entity shall comply with laws, regulations, standards, and organizational policies for the protection, retention, and destruction of individual health information. Any person who has access to individual health information shall comply with those provisions.
See also, Title 22, Division 14, Section 126030(a)(9).  
The HITECH Act provided that:  In the case of a business associate that violates any provision of subsection (a) or (b), the provisions of sections 1176 and 1177 of the Social Security Act (42 U.S.C. 1320d–5, 1320d–6) shall apply to the business associate with respect to such violation in the same manner as such provisions apply to a person who violates a provision of part C of title XI of such Act.

Civil Code 1798.82 (a)  Any person or business that conducts business in California, and that owns or licenses computerized data that includes personal information, shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. 

A clinic, health facility, home health agency, or hospice licensed pursuant to Health and Safety Code Section 1204, 1250, 1725, or 1745 shall report any unlawful or unauthorized access to, or use or disclosure of a patient’s medical information to the Department of Public Health no later than five days after the unlawful or unauthorized access, use,or disclosure has been detected by the clinic, health facility, home health agency, or hospice.


	Framework Accountability: 
Policies will be developed to monitor and audit unauthorized access and breaches. The policies will include guidelines for authentication and authorization for disclosure of identifiable health information; a procedure to receive complaints from stakeholders; and procedure to mitigate security breaches and unauthorized access including notification to individuals of breaches of their health information. [P. 92; Illinois 2010 Strategic & Operational Plan; http://www.hie.illinois.gov/
assets/hiesop.pdf]
The Fiscal Control and Internal Auditing Act, (30 ILCS 10), requires that each agency have a full-time program of internal auditing and that each year a report of all significant findings and recommendations be provided to the agency director. The audit must include testing of:  the design of major new electronic data processing systems and major modifications of those systems before their installation to ensure the systems provide for adequate audit trails and accountability. [P. 46; Il. 2010 Strategic & Operational Plan; 
http://www.hie.illinois.gov/assets/hiesop.pdf]

Note that in the absences of Illinois state statutes and regulations concerning accountability, HIPAA applies. 
The HITECH Act provided that:  In the case of a business associate that violates any provision of subsection (a) or (b), the provisions of sections 1176 and 1177 of the Social Security Act (42 U.S.C. 1320d–5, 1320d–6) shall apply to the business associate with respect to such violation in the same manner as such provisions apply to a person who violates a provision of part C of title XI of such Act.


	5.3 ONC  Principles for a Nationwide Privacy and Security Framework
Accountability These principles should be implemented, and adherence assured, through appropriate monitoring and other means and methods should be in place to report and mitigate nonadherence and breaches. [MeHI 2010 HIE Strategic & Operational Plan, Section 1, Chapter 2, Part 5, Page 59; http://www.maehi.org/HIE/
MeHI_HIE_Plan_2_7_9.pdf
Note that in the absences of Massachusetts state statutes and regulations concerning accountability, HIPAA applies. 

The Commonwealth of Massachusetts 2010 Health Information Exchange Strategic and Operational Plan, Page 134.

After much research and consideration, the Task Force’s recommendation is to create a hybrid from the frameworks, standards and regulations that meets state laws and federal regulations, using the following security control standards:
Access control: limit HIE access to authorized unique users, processes acting on behalf of authorized users or devices, including other HIEs, and to types of transactions and functions that authorized users are permitted to exercise.
Audit and accountability: create, protect, and retain HIE audit records that are needed for monitoring, analyzing, investigating and reporting unlawful, unauthorized or inappropriate HIE activity, and ensuring that the actions of individual users can be traced so the individual users can be held accountable for their actions.

http://www.maehi.org/HIE/MeHI_HIE_Plan_2_7_9.pdf
The HITECH Act provided that:  In the case of a business associate that violates any provision of subsection (a) or (b), the provisions of sections 1176 and 1177 of the Social Security Act (42 U.S.C. 1320d–5, 1320d–6) shall apply to the business associate with respect to such violation in the same manner as such provisions apply to a person who violates a provision of part C of title XI of such Act.

	7.2
	45 CFR. § 164.528(b)(4)(i) (accounting of disclosures of PHI for research purposes)
If, during the period covered by the accounting, the covered entity has made disclosures of protected health information for a particular research purpose in accordance with §164.512(i) for 50 or more individuals, the accounting may, with respect to such disclosures for which the protected health information about the individual may have been included, provide:
(A) The name of the protocol or other research activity;
(B) A description, in plain language, of the research protocol or other research activity, including the purpose of the research and the criteria for selecting particular records;
(C) A brief description of the type of protected health information that was disclosed;
(D) The date or period of time during which such disclosures occurred, or may have occurred, including the date of the last such disclosure during the accounting period;
(E) The name, address, and telephone number of the entity that sponsored the research and of the researcher to whom the information was disclosed; and
(F) A statement that the protected health information of the individual may or may not have been disclosed for a particular protocol or other research activity.

(ii) If the covered entity provides an accounting for research disclosures, in accordance with paragraph (b)(4) of this section, and if it is reasonably likely that the protected health information of the individual was disclosed for such research protocol or activity, the covered entity shall, at the request of the individual, assist in contacting the entity that sponsored the research and the researcher.
	CA PSAB Privacy and Security Guidelines Sec. 2.7.9 Research If during the period by the accounting, an entity has made disclosures of individual health information for a particular research purpose for 50 or more individuals, the accounting may, with respect to such disclosure for which the individual health information about the individual may have been included, provide:
(a) The name of the protocol or other research activity;
(b) A description, in plain language, of the research protocol or other research activity, including the purpose of the research and the criteria for selecting particular records;
(c) A brief description of the type of individual health information that was disclosed;
(d) The date or period of time during which such disclosures occurred, or may have occurred, including the date of the last such disclosure during the accounting period;
(e) The name, address, and telephone number of the entity that sponsored the research and of the researcher to whom the information was disclosed; and
(f) A statement that the individual health information of the individual may or may not have been disclosed for a particular protocol or other research activity.

If an entity provides an accounting for research disclosures and if it is reasonably likely that the individual health information of the individual was disclosed for such research protocol or activity, the entity shall, at the request of the individual, assist in contacting the entity that sponsored the research and the researcher.


	45 CFR. § 164.528(b)(4)(i) (accounting of disclosures of PHI for research purposes) applies in Illinois
	45 CFR. § 164.528(b)(4)(i) (accounting of disclosures of PHI for research purposes) applies in Massachusetts


	7.3
	Breaches:  45 C.F.R. §§ 164.400 – 164.414.
Following a breach (the acquisition, access, use or disclosure of unsecured protected health information is not permitted under HIPAA) a covered entity shall notify each individual whose information was breached no later than 60 days after discovery of the breach.  If the breach contained the information of more than 500 residents of the state or jurisdiction, the entity shall notify the Secretary of U.S. DHHS and media outlets serving the area no later than 60 days after discovery of the breach.   Business associates are required to notify the covered entity of breaches as of the first the breach becomes known to the business associate.
	California Civil Code Section 1798.82
Immediately upon discovery, any person or business that conducts business in California, shall disclose any breach of the security to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.
	815 Ill §§ 530/1 to 530/30
Any data collector that owns or licenses personal information concerning an Illinois resident shall notify the resident at no charge that there has been a breach of the security of the system data following discovery or notification of the breach.  The disclosure notification shall be made in the most expedient time possible and without unreasonable delay, consistent with any measures necessary to determine the scope of the breach and restore the reasonable integrity, security, and confidentiality of the data system.
	Mass. Gen. Laws ch. 93H, § 1 to 6

The department of consumer affairs and business regulation shall adopt regulations relative to any person that owns or licenses personal information about a resident of the commonwealth. Such regulations shall be designed to safeguard the personal information of residents of the commonwealth and shall be consistent with the safeguards for protection of personal information set forth in the federal regulations by which the person is regulated.


Under the Common Rule each institution participating in research must have assurances that include a statement of principles governing the institution in the discharge of its responsibilities for protecting the rights and welfare of human subjects of research, written procedures which the IRB will follow for conducting initial and continuing reviews of research and reporting findings and actions to the institution and investigators, review at least annually projects, review proposed changes and any other changes that occur, and have written procedures for ensuring prompt reporting to the IRB of any unanticipated problems involving risks to subjects or any serious noncompliance with the Common Rule.  [45 C.F.R. section 46.103]
	H. Safeguards:  Individually identifiable health information should be protected with reasonable administrative, technical and physical safeguards to ensure its confidentiality, integrity, and availability and to prevent unauthorized or inappropriate access, use, or disclosure.

[Note: See Security Guidelines for accountability policies related to monitoring, reporting and mitigating information security breaches. See also, Reference Matrix, pp. 38-39]

	
	Tennessee VA (Federal regulations apply)
	California
	Illinois
	Massachusetts

	8.1
	Not For Discussion. For information on data safeguards, see the Reference Matrix. Also see the Security Guidelines in this matrix, below.
	
	20 ILCS 3860/20 requires the Illinois Health Information Exchange Authority to establish and adopt security requirements consistent with federal and state laws.
	


For Common Rules applicable to safeguards, see G. Accountability above.
ABBREVIATIONS USED IN THIS DOCUMENT
1. CA PSAB – California Privacy and Security Advisory Board

2. CA-OCIO – California Office of the Chief Information Officer

3. CFR – Code of Federal Regulations

4. CMIA – California Confidentiality of Medical Information Act

5. CMR – Code of Massachusetts Regulations

6. CMVP – Cryptographic Modular Validation Program (NIST)

7. CSP – Credential Service Provider

8. DSP – Detection and Prevention Systems

9. DURSA – Data Use Reciprocal and Support Agreement

10. EMPI – Enterprise Master Patient Index

11. FDA – Federal Drug Administration
12. FIPA – Fair Information Practices Act

13. HIE – Health Information Exchange
14. HIPAA – Health Insurance Portability and Accountability Act

15. HISPC – Health Information Security and Privacy Collaboration

16. HITECH – Health Information Technology for Economic and Clinical Health 
17. HLA – High Level Architecture

18. HLA – Hospital Licensing Act (Illinois)

19. IHI – Individual Health Information

20. IIHI – Individual Identifiable Health Information
21. ILCS – Illinois Combined Statutes

22. IRB – Institutional Review Board MA Code –Code of Massachusetts Regulations

23. IRS – Internal Revenue Service

24. ISA – Interconnections Security Agreement

25. ISO/ ISA – Industry Standards Architecture

26. IEC – International Organization for Standardization/International Electrotechnical Committee

27. ILCS – Illinois Compiled Statutes

28. MeHI – Massachusetts eHealth Institute

29. NHIN – National Health Information Network

30. NIST – National Institute of Standards and Technology 

31. MGLA – Massachusetts General Laws Annotated

32. M.G.L.A. – Massachusetts General Laws Annotated

33. MOU – Memorandum of Understanding

34. NIST SP – National Institute of Standards and Technology Special Publications

35. OMB – Office of Management and Budget

36. ONC – Office of the National Coordinator

37. PHI – Personal Health Information 

38. PKI – Public Key Infrastructure
39. RA – Registration Authority

40. SOA – Service Oriented Architecture

41. SOAP – Simple Object Access Protocol

42. UDDI – Universal Discovery Description and Integration
43. UIC – University of Illinois Chicago

44. VA – Veterans’ Administration

� From HHS Framework Nationwide Privacy and Security Framework For Electronic Exchange of Individually Identifiable Health Information, December 15, 2008, Office of the National Coordinator for Health Information Technology U.S. Department of Health and Human Services.  Federal Framework sections will be presented as a row across the matrix.


� Ibid.


� Ibid.


� Ibid.


� HISPC was a national project that generated many products.  It is not clear if Illinois or other states have implemented any recommendations emanating from that project.


� Title 11, Division 14 regulations apply to demonstration project participants and health information exchange service participants as defined in CA Health and Safety Code section 120276.  Demonstration project means a project approved and administered by the CalOHII in accordance with this division and the State Cooperative Grant Agreement for health information exchange of any other similar grant or grants. Health information exchange service participant means a health care entity that has voluntarily agreed to use the health information exchange services developed in accordance with this division.


� Ibid.


� Ibid.


� Ibid.


� Ibid.


� Ibid.


� Ibid.
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